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Crime Analysis is defined as:

A set of systematic, analytical processes directed at providing timely and pertinent information relative to crime patterns and trend correlation’s to assist the operational and administrative personnel in planning the deployment of resources for the prevention and suppression of criminal activities, aiding the investigative process, and increasing apprehensions and the clearance of cases. Within this context, Crime Analysis supports a number of department functions including patrol deployment, special operations, and tactical units, investigations, planning and research, crime prevention, and administrative services (budgeting and program planning). –Steven Gottlieb et al., 1994, "Crime Analysis: From First Report to Final Arrest."

Types of Crime Analysis 

Tactical crime analysis: An analytical process that provides information used to assist operations personnel (patrol and investigative officers) in identifying specific and immediate crime trends, patterns, series, sprees, and hotspots, providing investigative leads, and clearing cases. Analysis includes associating criminal activity by method of the crime, time, date, location, suspect, vehicle, and other types of information. 

Strategic: Concerned with long-range problems and projections of long-term increases or decreases in crime (crime trends). Strategic analysis also includes the preparation of crime statistical summaries, resource acquisition, and allocation studies. 

Administrative: Focuses on provision of economic, geographic, or social information to administration. 

Source: Tempe, FL police department

International Association of Crime Analysts: Frequently Asked Questions
What is crime analysis?
Crime analysis describes the techniques and processes used to study crime patterns and trends, the way they affect a particular jurisdiction, and how police agencies respond to them. Crime analysts gather the information that enters the police agency—in the form of crime reports, calls for service, arrest reports, intelligence reports, and many other types of data—and processes them, looking for patterns, series, and trends in crime. Once the analyst has identified a pattern, he or she analyzes it and presents his or her findings to the police agency, which can then use this information to develop strategies and tactics to address the problem. The analysis process may involve ferreting out the root cause of a pattern, forecasting future occurrences, or identifying potential suspects. 

This brief description of crime analysts hides the enormous complexities of the process. To identify patterns, crime analysis must employ complex databases, mapping systems, and (in the case of some larger departments) artificial intelligence networks. Analysis of a crime pattern or trend involves thoughtful consideration of many factors: offender and victim characteristics, modus operandi, days and times, and geography and environment, to name a few. Analysts are often asked to forecast the date, time, and location of the next crime in a series—a complex process fraught with statistical dangers. Crime analysis products, in the form of bulletins and reports, are equally complex, requiring strong writing and desktop publishing skills. Choosing the best strategy to address a problem is a difficult task that must be based on intelligent examination of the analyst’s report. Finally, the now inextricable link between crime analysis and computer science means that the analyst must master complex word processing and desktop publishing programs, database applications, statistical packages, and geographic information systems (GIS). 

How does crime analysis differ from intelligence analysis?
Crime and intelligence analysis techniques and interests often overlap, but intelligence analysis is more concerned with people and organizations, and the relationships between them. Much in the same way that crime analysts gather data about criminal incidents, intelligence analysts gather information about people, criminal organizations, conspiracies, and networks. Where crime analysts study the relationships between crimes, intelligence analysts study the relationships between individuals. Where crime analysts study crime reports, intelligence analysts study intelligence reports, informants’ reports, rumors, financial spreadsheets, telephone call records, tax records, property deeds, and other documents that might serve to provide information about people, organizations, and companies engaged in criminal activity. The intended result of crime analysis is to stop crime patterns and trends, whether the method used to stop them is apprehension, suppression, deterrence, or reduced opportunity; the intended result of intelligence analysis is almost always to catch suspected criminals and dismantle criminal conspiracies.

Intelligence analysts are more likely to be officers than crime analysts. Intelligence analysts are often investigators, who are more likely to have the ability to gather needed information. Intelligence analysts work more closely with investigators and prosecutors than crime analysts, as the ultimate goal of intelligence analysis is usually arrest and prosecution.

How does crime analysis differ from criminal profiling?
Criminal profiling seeks to identify probable characteristics of an offender based on the modus operandi of his crime. It is usually an intense, detailed process done only in cases of serial murder, rape, or arson, and it is generally performed by well-educated investigative or psychological professionals. While crime analysts often use some techniques of criminal profiling to make logical guesses about the motivations and next steps of serial offenders, such analysis rarely achieves the level of intense detail as criminal profiling. 

Another important distinction is that crime analysts study all types of crime phenomena, not just crime series. Related crimes do not necessarily involve the same offender, so involved speculation about the characteristics of a single offender is often not required.

International Association of Crime Analysts : Introduction

Crime analysis is a law enforcement agency function whereby data relating to crime are collected, collated, analyzed, and disseminated. Data are primarily generated from records and reports within the law enforcement agency. Additional data may be obtained from outside sources, such as other law enforcement agencies, other agencies of the criminal justice system, other government agencies, and private organizations.
Crime analysis represents a system utilizing regularly collected information on reported crimes and criminals to prevent and suppress crime and to apprehend criminal offenders. Crime analysis is a scientific process, in the sense that it involves the collection of valid and reliable data, employs systematic techniques of analysis, and seeks to determine, for predictive purposes, the frequency with which events occur and the extent to which they are associated with other events. Collecting and analyzing readily available crime data and making the analyzed information regularly available to line officers and investigators can make them more effective. 

The information obtained by analyzing the data is used to support management and operations. Line functions are provided with information that can benefit them in the development of daily operational and tactical plans. Staff functions receive information for use in strategic planning as it relates to such topics as crime trends, agency resource allocation, crime prevention, and other associated areas (Commission on Accreditation for Law Enforcement Agencies, Chapter 15, April 1994).
Below is an annotated bibliography on crime analysis that should be helpful to working crime analysts, other law enforcement personnel, and other persons who are interested in crime analysis.
This is by no means a complete list. The site will be updated periodically as new sources and sites are identified and reviewed. 

GENERAL WORKS ON CRIME ANALYSIS

Gottlieb, Steven; Sheldon Arenberg, and Raj. Singh. 1994. Crime Analysis: From First Report to Final Arrest. Alpha Publishing, CA., 596 p.
This book is a comprehensive work on crime analysis techniques. It leads you step-by-step through the process from beginning to end. It is an excellent resource book for the experienced as well as the beginner. Inside you will find tips and techniques that are a must for any crime analysis program. Gottlieb received the International Association of Law Enforcement Intelligence Analysts (IALEIA) Professional Service Award for the most significant contribution to the literature of law enforcement intelligence for this book. The book is a MUST HAVE RESOURCE.
Chang, Samson K., et al. 1979. Crime Analysis System Support: Descriptive Report of Manual and Automated Crime Analysis Functions. Gaithersburg, MD: International Association of Chiefs of Police, 201 p. 

This book addresses 7 crime analysis functions, devoting a full chapter to each of the 7 functions. Chapters include Crime Pattern Detection, Suspect Correlation, Target Profiles, Forecast Crime Potentials, Exception Reports, Forecast Crime Trends, and Resource Allocation.

Stallo, Mark. "Crime Analysis: The Administrative Function." In M. Stallo & K. Haley, Crime and Punishment in the Lone Star State. (1997). McGraw - Hill Companies, New York, p. 368-380.
This article authored by Stallo offers advise on administrative functions of the crime analyst. Explaining the various duties and responsibilities that are part of the everyday workload for the analyst. Offered are very good suggestions on the best and most productive use of data and how the information can be utilized in an accurate and timely fashion. Some of the listed responsibilities include a wide range of services, such as, comparison reports, presentation material, maps, staffing allocations, and training. An article well worth taking a look at.

Stallo, Mark. "Mapping Software and its Value to Law Enforcement." In M. Stallo & K. Haley, Crime and Punishment in the Lone Star State. (1997). McGraw-Hill Companies, pp. 381-385.
In this article Stallo gives the reader a basic understanding of the many benefits of utilizing mapping software within an agency. He demonstrates how police related information can be combined with other data such as census tracts, to make better decisions. An emphasis is placed on the many benefits produced by mapping and community policing, bringing the police and the community into the same arena of trying to work for the betterment of the community as a whole. Stallo explains that mapping can be much more than just a map displaying dots or squares, and the benefits that may be achieved by utilizing mapping is only limited by the user's imagination. 

Crime Analysis Through Computer Mapping. Edited by Carolyn Rebecca Block, Margaret Dabdoub, and Suzanne Fregly. (1995). Police Executive Research Forum, Washington D.C., 288p. 

Crime Analysis Through Computer Mapping offers a comprehensive view of spatial crime analysis as it is being applied in law enforcement agencies across the country. Whether you are responsible for purchasing new technology, or are interested in using computer mapping to prevent or solve crimes, you will surely benefit from this detailed, comprehensive overview of computer mapping and its uses. 

Published in conjunction with the Illinois Criminal Justice Authority (ICJIA), Crime Analysis Through Computer Mapping consists of 25 essays written by practitioners and scholars for a 1993 computer-mapping workshop organized by the ICJIA and the Sociology Department of Loyola University in Chicago.

Crime Analysis Through Computer Mapping offers practical advice for both police professionals interested in implementing computer mapping in their agencies and students of spatial analysis interested in learning the detailed applications of this state-of -the-art technology.
Harries, Keith. (1990). Geographic Factors in Policing. Police Executive Research Forum, Washington D.C., 39 p. 

Spelman, William. (1987). Beyond Bean Counting: New Approaches for Managing Crime Data. Police Executive Research Forum, Washington D.C., 32p.

In William Spelman's Beyond Bean Counting, police managers tell how they used computerized crime reporting systems to direct tactical operations, measure individual and unit performance, forecast crime trends, and provide the public with more accurate and useful information. 

Crime and Place. (1995). Edited by John E. Eck and David Weisburd. Police Research Executive Forum, Washington D.C., 365 p. 

Crime and Place, co-published by PERF and Criminal Justice Press, is a collection of essays on geography as it relates to crime and crime prevention. Volume 4 in Criminal Justice Press' Crime Prevention Studies series, this book covers such topics as crime "hot spots," displacement, using computer mapping to enhance police operations, and the relationship between place and specific types of crime. 

Eck, John E. and Nancy La Vigne. (1994). Using Research: A Primer for Law Enforcement Managers. Police Research Executive Forum, Washington D.C., 180 p.

Using Research, now in its second edition, remains the only research text specifically tailored to police audiences. Authors John E. Eck and Nancy La Vigne provide a comprehensive introduction to the research process: from defining the problem, designing the research; analyzing the data; and reporting the findings. They also provide criteria for judging others' research and a listing of information sources. The second edition is updated to reflect changes in technology and in the nature of policing itself. Anyone interested in evaluating police practices will want to add this book to his or her collection.
For more information on PERF and to access POPNET, their web site is: http://www.policeforum.org
Kenny, Dennis J. ( 1996). "Developing the Capacity for Crime and Operations Analysis." Quantifying Quality in Policing. Police Executive Research Forum, Washington D.C. p. 55-72.
This article addresses the concern for lack of implementation of crime analysis programs in law enforcement agencies. It explains the functions, value, and implementation of computer programs for crime analysis and the many benefits it would provide to law enforcement agencies.
CRIME ANALYSIS AND THE STRUGGLE FOR LEGITIMACY

by

Keith N. Haley and James Todd

CRIME ANALYSIS AND THE STRUGGLE FOR LEGITIMACY

INTRODUCTION

What could be more exciting than catching criminals? “Whodunits” have tantalized us since we were old enough to play cops and robbers. Unfortunately there aren’t enough cops and there are always too many robbers. In fact, there may also be too many cops in some people’s minds because collectively they make too much money (not that they don’t deserve it). So whatever value we all might derive from adding substantially more officers to the law enforcement forces of our counties and cities is not going to be realized. The answer just might be in ”smarter” police work. It’s here, or more accurately, we should say it’s back, and we call it crime analysis.

In Orlando W. Wilson’s Police Administration (Wilson 1963), the first widely acclaimed police management text, crime analysis is described as an effective service for patrol officers and detectives in locating and bringing to justice criminal offenders. Of course, the term sounds analytical, but in its rudimentary form it actually can be characterized as something quite simple. Crime analysts today, and decades ago, try to discover patterns connecting seemingly isolated cases (Wilson 1963). If, for example, you plot on a map the locations of similar crimes, personal or property, catalog suspect descriptions, property characteristics, times of attack, modus operandi, and other pertinent information related to the offense and the suspect(s), then take a good hard, thoughtful look at it, you will find that there are patterns to the work of criminals. 

In recent times the contributions of environmental criminology have been added. Environmental criminology and routine activities theory (Cohen 1979) provide a general framework for addressing the question of how the victim and offender intersected in both time and space (Rossmo 1998; Brantingham and Brantingham 1981). The next logical step is to try and figure out where the crime will occur again and who is likely to be the perpetrator that will commit it, and arrest them before it happens. Studying the proverbial police pin map, which identifies what happened, when, and where, and carefully noting the suspect’s description are good starts. Give that information to patrol and detective crews before they hit the streets and your chances of locating the suspect and/or prevent another crime from occurring are up substantially.

When O.W. Wilson first wrote about crime analysis, virtually all police departments kept their information about crimes on sheets of paper, cards, forms, and pin-maps. Enter the advances of information technology and computer mapping software and not so suddenly the possibility exists to acquire, collate, and analyze all available relevant information about suspects and potential suspects, victims, targets (real and potential), and existing police resources. Some logical assessment about what to do next will emerge. Take this analytical process a lot farther by adding the potential of geographic information systems (GIS), mathematical analyses, and other information processing methods represented by acronyms few of us are able to decipher and you are on the doorstep of modern crime analysis. 

Growing Popularity of Crime Analysis

All over the United States modern police agencies are engaged in crime analysis at varying degrees of sophistication. Advanced and complex crime analysis programs exist in such police agencies as Dallas, Chicago, Richmond, and Vancouver, while crime analysis is in its rudimentary stages in Toledo, Cleveland, and other cities, large and small. But a glance at the World Wide Web pages of police departments at www.officer.com will reveal a steadily growing presence of crime analysis units, displaying impressive crime maps by neighborhoods and districts, along with crime bulletins for officers and the public to use.

The Need for Crime Analysis

No group of experts have ever achieved professional status without demonstrating that it is going to help society respond to a serious and continuous need. Teachers, physicians, lawyers, accountants and others have long since demonstrated that kind of value to their constituents. Police officers have approached that level of critical need, at least to the point that people argue whether or not law enforcement is a profession or a craft. Standard training content and education curricula now exist which many believe are prerequisites to beginning work in law enforcement, another traditional earmark of professional status. Indeed the police have no trouble in making the point that what they do is critical in society. Likewise, a number of points can also be made that support the proposition that crime analysis is a critical function in society and worthy of professional distinction.

Cost Effectiveness. While Americans presently enjoy one of the strongest economies, the lowest unemployment rates, and the smallest rates of inflation in decades, wages have not kept pace with the rosy economic scenarios. Both mothers and fathers in households find it necessary to work in order to meet their expenses. Certainly no hard working Americans are eager to contribute more of their earnings to taxes targeted for crime reduction programs or any other government service. 

The potential for crime analysis as a cost-effective crime fighting measure is great. While the remaining numbers of President Clinton’s 100,000 new police officers, promised in a recent federal crime bill, are still arriving in the police ranks, the end of the police buildup is clearly in sight. Prison construction and staffing are likely to get the lion’s share of public safety dollars in the future. The public wants punishment and, for most people, that means locking up criminals and keeping them there.

Crime analysis can undoubtedly save lots of money in law enforcement, although not yet established in the literature of policing. Studying crime patterns, deploying forces judiciously, evaluating the results, and redirecting personnel and equipment rapidly to new crime problem sites are far more effective and economical strategies in controlling crime than the popular and expensive random patrol so much a hallmark of policing since the advent of the automobile (Walker 1992). Even when debunked, random patrol dies hard. Currently in Toledo (Newspaper date), the chief of police is trying to get his officers to write more traffic tickets, but the head of the police union counters that the additional time spent writing tickets will keep them from patrolling for crime. This impasse represents an excellent opportunity to conduct and experiment and see who’s right. 

Commitment to Past and Future Victims of Crime. With Index Crime rates falling in many of the nation’s large cities over the last several years, some have already called for a halt to higher rates of prison incapacitation and spending on law enforcement. Lest we forget we still have crime rates much higher than a half century ago and that we as citizens of the United States suffer crime victimization far in excess of what those of other industrialized nations experience. Wouldn’t it be interesting and useful to see how far down we could drive crime rates and be more cost-effective as we do it? 

No serious person can challenge the dedication of police officers to the high calling of crime repression and prevention. Yet law enforcement has its share of “slackers.” Police officers take an oath to enforce the law and arrest criminals. Whether other professionals in law, medicine, education, social work, etc. are as dedicated, we cannot assess. Police officers, for example, do feel the pain of bleeding victims in their arms, of surviving family members whose child has been murdered, and of children whose parents have been slaughtered or confined in jail for criminal offenses.

Crime analysis, fully implemented, will allow police agencies and their personnel to better honor their caring commitment to current and future victims of crime by working “smarter.” More predators will be caught and more crimes will be prevented as a result of employing crime analysis. 

Better Communication among Key Police Personnel. Drawn from the history of the world’s largest organization of crime analysts, the International Association of Crime Analysts (IACA) sees as a major part of its mission to create “an organization where the communication among police chiefs, police officers, detectives, crime analysts, security personnel, and other people interested in tracking police data in a scholarly manner can be networked together in an international association (IACA 1998). The mechanics of crime analysis do, in fact, permit a free flow of information among all of the units of the police agency involved in crime control, thereby aiding the repression and prevention of crime. The IACA has members in the United States, Canada, the United Kingdom, Belgium, and Australia. The international connection is important. Many of the most sophisticated criminals now recognize no international boundaries as they perpetrate their crimes. Crime analysis makes a significant contribution in making safer streets wherever it is practiced. By sharing ideas and techniques among its worldwide membership, the IACA enhances communication not only within the home police department but also between agencies across the nation and around the world. 

The Integration of Theory and Practice in Criminology. Crime analysis also brings together the disciplines of criminology, criminal justice, criminal investigation, and crime prevention. The application of criminological theory to actual crime events has occurred far too infrequently prior to the development of crime prevention and crime analysis. Now such explanations as routine activities theory (Cohen 1979), are often applied to the data available concerning the crime, resulting in the apprehension of serial offenders and the prevention of future assaults on people and property. Crime analysis simply provides one of the best opportunities available in recent times to test the veracity of many popular explanations of criminal behavior. 

What is “Crime Analysis”?
Crime analysis is the systematic process of collecting, categorizing, analyzing, and disseminating timely, accurate, and useful information that describes crime patterns, crime trends, and potential suspects.

The Crime Analysis Unit is a civilian support unit under the direction of the Captain of Field Operations. The unit is currently staffed by a Crime Analyst, two Crime Analysis Technicians, and three 
The Crime Analysis Unit provides statistical and analytical support in three (3) primary areas:

1. Strategic Crime Analysis. Dealing with broad-based problems and potential solutions in a quantitative sense:

A. Crime Trend Forecasts: based on computer analyses of existing and past criminal activity, the Crime Analysis Unit will issue a projection of future crime activity for management decision making.

Reviews the overall occurrence of crime

B. Resource Allocation: performs manpower deployment studies correlating the data with crime activity to assist in determining optimum use of appropriate personnel.

C. Situational Analysis: provides demographic data on victims and areas experiencing crime activity for proactive assistance through Crime Prevention efforts and for enforcement (Beat profiling) planning.

2. Tactical Crime Analysis: Dealing with specific crime problems and offenders.

A. Crime Patterns/Series: identifies statistically unique events that have a recurring pattern. The Crime Analysis Unit will focus on the criminal’s “mode of operation” (or M.O.), the crime’s day/time/location patterns and clusters, and past similar crimes to perform predictive analyses for mitigation efforts such as using a “decoy”, stakeouts, extra patrol, saturating the area with additional marked units, or crime prevention methods.

B. Crime/Suspect Correlation: attempts to identify suspects for specific crimes based on known offender data (criminal histories, past police department contacts, parolees), Field Interview contacts made with suspicious persons, and intelligence data derived from other agencies/sources.

C. Target/Suspect Profiles: the Crime Analysis Unit will identify, track, and monitor specific “known offenders” (sex registrants, career criminals, repeat juvenile offenders, parolees, and probationers) as to their crime preference and likely targets. This data could be used proactively to monitor offenders (ensuring they comply with the terms of their parole or probation) and to advise likely targets (through Neighborhood Watch, or commercial security surveys) prior to crime activity.


3. Administrative Crime Analysis: in the areas of policy development and resource justification.

A. Statistical Studies: such as number of officers per 1,000 population correlated against population trends/crime statistics, activity levels of staff due to variations in Calls For Service, etc.

B. Micrographics: production of data for presentation to management and media. Specifically, the use of computers and desktop publishing devices to produce presentation quality graphs/charts after an analysis of raw data. Examples are: the Annual Crime Report, Parolee Report, Sex Offender Report, etc

Table 5 below tells interested readers of the Web page what the 

“emerging professionals” of the Redding Police Crime Analysis unit do. Obviously the unit is proud of its work and its contributions to the city.

_______________________________________________________________________ 
 

The technique of Criminal Intelligence Analysis as used within ICPO-Interpol

Formed in 1923, ICPO-Interpol is an intergovernmental organization which facilitates and develops international law-enforcement cooperation in the fight against transnational crime. As might be known, it coordinates rapid exchange of criminal and crime-related information (focusing on sectors such as offences against persons and property; offences involving cultural property; economic and financial fraud and drug-trafficking and related offences) between its 178 member countries via a highly secured system. ICPO-Interpol adds value to this extensive amount of criminal information - to which it has unique access from a global perspective - by making use of a rather new technique referred to as Criminal Intelligence Analysis. Since 1993, ICPO-Interpol uses this technique by conducting standardized, in-depth criminal intelligence analysis reports and products through its centralized analytical function: the Analytical Criminal Intelligence Unit [or A.C.I.
Historical information:

Criminal intelligence analysis began in North America. In the 1960s, organized crime became a real threat to society and was described in the President's Crime Commission report on the "Task Force on Organized Crime". The conclusions of this report stated that law enforcement was ineffective in its approach to organized crime. As a result, many intelligence programmes have since been developed. One of these is the "Anacapa Science Programme", which has provided the basis for certain criminal intelligence analysis techniques.

The technique:

Criminal intelligence analysis uses uniform techniques focusing on the development of hypotheses, reconstructing the course of individual criminal incidents, identifying a series of related crimes, understanding criminal networks and analysing the scope of and patterns in criminal activity. Criminal intelligence analysis techniques provide a standardized approach yet offer flexibility that is limited only by the ability and imagination of the crime analyst. Crime analysts are frequently limited in number, so they usually work on larger or more complex cases and projects. Existing and new techniques are constantly being developed in order to extend the range of investigations and projects on which they can work. Operational analysis has been explored and proven to be an effective tool in investigations. In the 1990s, strategic forms of criminal intelligence analysis have been more fully explored and crime pattern analysis has also become a well-used method for policy making. As criminals move into different areas of crime and their methods become more sophisticated, it is important for law enforcement agencies to be able to adapt their own methods.

Criminal intelligence analysis has been recognized by law enforcement as a useful support for twenty-five years now. Recently criminal intelligence analysis has also been recognized as an important additional support for international co-operation in police matters. Such co-operation can be bilateral and/or multilateral. Criminal intelligence analysis has found its role in both situations and is therefore highly recommended. Countries with great experience in criminal intelligence analysis and international law enforcement organizations should continue with these efforts. Naturally, ICPO-Interpol is not an exception to this: by producing and offering professional analytical reports it supports its entire Member Country network in the best possible manner. Next to this, it is also offering technical advise, comprehensive manuals and provides for professional training in the technique.

1. What is intelligence analysis?

Criminal intelligence analysis (sometimes also referred to as 'crime analysis') is a combination of uniform techniques focusing on the development of hypotheses, reconstructing the course of individual, criminal incidents, identifying a series of related crimes, understanding criminal networks and analysing the scope of and patterns in criminal activity. Criminal intelligence analysis techniques provide a standardized approach yet offer flexibility that is limited only by the ability and imagination of the analyst.
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2. Is criminal intelligence analysis a new technique?

No, the overall concept of criminal intelligence analysis is not a new one. Investigators have indeed always sought to identify links between crimes, associations among criminals, individual people's roles in criminal activity and the relationship between crime and other factors such as location, employment rates, and communication methods. Organizations have also used statistics and other information to assess crime problems. The advantage of criminal intelligence analysis is that it has introduced structured methods and a uniform set of techniques e.g. assessment of the scale and nature of high-volume crime such as burglary, numerous varied activities of an organized crime group such as a "Mafia type" family, or the identification of a lone serial killer. Since the underlying techniques are standardized and also because they involve a structured and frequently visual approach, the analysts' work can easily be understood by everyone. Criminal intelligence analysis has been recognized by police as a useful support over the last twenty-five years and has recently also been recognized as an important additional supportive tool for international cooperation in policing matters.

3. Is there a definition for criminal intelligence analysis?


Yes, although there are several definitions of criminal intelligence analysis in use throughout the world, the one definition agreed in June 1992 by twelve European Interpol member countries and since adopted by others reads as follows: "Criminal intelligence analysis is the identification of and the provision of insight into the relationship between crime data and other potentially relevant data with a view to police and/or judicial practice."


4. How many "types" of criminal intelligence analysis are existent e.g. in use?

There are two main "types" of criminal intelligence analysis that can be distinguished, namely strategic criminal intelligence analysis and operational criminal intelligence analysis. Operational analysis is directed towards a short-term law enforcement objective with an immediate impact in mind e.g. arrest, seizure and forfeiture. Strategic analysis deals with more long-term issues and goals, the establishment of enforcement priorities and policies based on insights into the nature of a type of crime or criminal, the scope and projections of growth in types of criminal activities.


5. Are there specific applications for both strategic and operational criminal intelligence analysis in use ?

There are many applications for both strategic and operational criminal intelligence analysis. In the European model of criminal intelligence analysis employed by several countries as well as Interpol, each of the two types is further broken down into three groups depending on the focus of the analysis, which could be:

criminal incident(s), 

offender(s) or victim(s) or 

the methods of controlling crime. 


Charles C. frost : The Need for An Intelligence System

A criminal intelligence system is a vital resource for crime control. Such a system not only enhances the effectiveness of the agency's component law enforcement arms but also, as a central repository of criminal intelligence information, contributes to more productive information exchange among law enforcement organizations. Operational intelligence collection and analysis support both routine investigations and investigative research projects. Strategic intelligence analysis serves a broad spectrum of crime control needs both within and without the organization: internally in the areas of planning, the allocation of resources, and the development of sound law-enforcement strategies; and externally in responding to requests for crime trend analysis.
Thus, a vital criminal intelligence system involves more than compiling data used primarily to react to immediate investigative needs. Lack of a fully-developed strategic and tactical intelligence capability seriously hinders the ability of a law enforcement agency to accurately measure and prevent organized, serious crime within its jurisdiction, or to anticipate crime threats that can significantly affect the jurisdiction from without. This, in turn, is often a stumbling block in the development of a soundly-based crime control strategy that would have a measurable impact on the effects of crime. 
Strategy is Key to Proactive Enforcement
"Central to effective law enforcement is strategy. The essential component of an effective criminal law enforcement strategy is an intelligence system… The capacity to understand the criminal environment provides law enforcement with a fact basis for strategic planning and resulting enforcement action. The ultimate function of the intelligence system is to develop criminal data through an ordered process, thereby affording an informed approach to strategic law enforcement planning and direction to investigative and enforcement operations. Information that is fully processed through the intelligence system, and is not merely the random dissemination of raw data, provides law enforcement with intelligence relating to the capabilities, vulnerabilities and intentions of criminal organizations or individual criminals. This is essential knowledge that enhances law enforcement’s ability to accurately assess and effectively investigate, prosecute and disrupt criminal activity." (RCMP)
Intelligence Is A Management Tool
Intelligence analysis enables the law enforcement administrator to allocate the agency’s limited resources more effectively and efficiently on the more serious criminal problems. "The investment of precious [investigative] resources toward those types of crime that are marginally injurious to the community must be made within the context of fiscal realities. This mandates an intelligence capacity that is able to assess whether the commitment of these resources is rational or, more appropriately, whether there are important societal benefits to be realized…. The integration of intelligence with operations is clearly the answer to efficiently managing investigative resources, particularly given today’s fiscal climate." (Dintino)
In arriving at criminal target selection decisions, enforcement, intelligence, planning and evaluation – and, indispensably, top management – are key players in a mutually reinforcing interaction. Top management plays its traditional role of planning, goal setting and policy making, while day-to-day tactical decision making remains with field enforcement managers. The aim of top management should be to orchestrate the enforcement effort in accordance with overall crime control strategy without becoming deeply enmeshed in operational matters. Fixing responsibility for immobilization of designated targets is the touchstone of success. With assigned targets, the interface between intelligence and enforcement takes on new vitality. (Frost)
Intelligence Enhances Prospects for Prosecution
Operational intelligence analysis is indispensable in documenting the nature and extent of organized crime for the purpose of obtaining grand jury indictments. "Intelligence is used most productively in selecting targets for special investigative attention…. One of the most powerful investigative weapons against organized crime is the investigative grand jury. In most jurisdictions, however, it can be impaneled only with a strong showing that organized crime is a problem in that jurisdiction." "Intelligence, as a process, offers law enforcement a coherent, rational, and above all consistent methodology in addressing this enduring social problem – organized crime." (Coe)
ORGANIZED CRIME

Organized crime is the illegal activity of people and organizations whose acknowledged purpose is profit through illegitimate business enterprise. Organized crime involves marketing techniques (threat, extortion, smuggling) and products (drugs, sex, gambling, loan-sharking, pornography) that have been outlawed. The system resembles an legitimate business enterprise, and may even have a corporate executive structure, a staff of assistants, and accountants, but it's far from legitimate because the business was set up by force, intimidation or threat. The members of a criminal organization are really gangsters, professional criminals who are trying to live the life and mystique glamorized by legendary figures -- Al Capone, Meyer Lansky, Lucky Luciano. Their underworld system survives by pretending to be legitimate business or by infiltrating (through immunity and protection rackets) legitimate business. The following table summarizes:

	PRIVATE
Legitimate business:
	Illegitimate business:

	Food products
Real estate
Restaurants
Garbage disposal
Produce
Garment manufacturing
Bars and taverns
Waterfront
Securities
Labor unions
Vending machines
	Gambling
Bookmaking
Narcotics
Loansharking
Labor racketeering
Extortion
Alcohol
Kidnapping


SOME CHARACTERISTICS OF ORGANIZED CRIME:

Conspiracy & Hierarchy -- planning, organizing, executing; three or more permanent levels of rank with a division of labor or specialization 

Ideology of Economics -- it's just business, nothing personal; it's probably more accurate to say they have no ideology, no politics; intimidation, violence, and coercion are business, profit oriented 

Perpetuity -- the organization is designed to last through time, beyond the lifespan of current members via a mix of legitimate "fronts" 

Monopoly -- they have total control over a particular turf or industry, seeking goods or services that are presently illegal or quasi-illicit and that have such a demand that raising price won't matter 

Strict discipline -- the group controls its members promptly, deadly; there's a code of silence, secrecy, extensive rules and regulations 

Restricted membership -- on ethnic, kinship, criminal record, or other grounds; applicants need a sponsor; not anyone can join 

Immunity from prosecution -- the group is interested in corruption, in fixing the criminal justice system 

Organized crime accounts for 1-2% of the gross national product. It's annual income outranks most major industries in the United States. The major sources of revenue come from infiltration of labor unions, taking control of pension funds and dues. Hijacking of shipments and cargo theft are other significant sources of income, along with Internet pornography and call girl/escort services. Organized crime infiltrates legitimate businesses which are low tech (such as garbage collection), have uniform products, and operate in rigid markets where price increases will not reduce demand. If someone operates such a business, they are a prime target for mob infiltration. Other businesses are sought after solely to provide a "front" or for money laundering operations. 

The classic pattern of organized crime is a gradual movement from:

assault (dirty deeds) ; bribery (the fix) ; extortion (protection racket) ; illegitimate business (narcotics) 

legitimate business (entertainment) ; big business (unions, corporations) 

LAW ENFORCEMENT

Traditionally, organized crime has been immune from prosecution because of public apathy and because of its own strong political connections. Police have always used "alternative" police tactics because traditional law enforcement doesn't work. A few of the things that have been tried include: community policing, informants, surveillance, undercover operations, immunity (transactional immunity provides blanket protection against prosecution for crimes about which a person is compelled to testify; use immunity prohibits anything the person says from being used against them, but they can still be prosecuted using evidence obtained independently) and witness protection programs (currently over 14,000 persons are in the Federal Witness Protection Program). The most common reasons for arrest of organized crime members are racketeering, drugs, stolen property, prostitution, gambling, and murder. In the last 5 years, 1,170 Cosa Nostra bosses, capos, and soldati have been convicted and sentenced. 

By far, the most effective measure has been the 1970 Organized Crime Control Act. Title IX of that act is called RICO (Racketeer Influenced and Corrupt Organization). It listed 24 different activities (such as bribery, extortion, murder) associated with organized criminal activity, lessened the rules on what defines a conspiracy, and gave law enforcement the tool of asset forfeiture, the seizure of assets, proceeds, and instrumentalities of crime. In the 1980s, this paid off handsomely for law enforcement. Today, the younger generation of gangsters are more willing to break the code of silence and turn informer than face prison terms. To be deemed a racketeer, the suspect must have committed at least two of the 24 different activities on the list within a ten-year period, and participation in the organization supporting the activity must be shown. Participants are then found guilty for the acts of the criminal organization regardless of their personal participation. RICO penalties are severe; prison sentences are double or triple the usual amount.

Racketeering prosecutions involve the strike force concept. In a good year, 500 mobsters get convicted. The FBI, DEA, ATF, Labor, IRS, and local law enforcement all have joint responsibility for organized crime. Several other possible law enforcement objectives have been examined:

· decriminalization -- the idea here is that by lessening the penalties associated with traditional vice activities, this cuts into the "bread and butter" of organized crime 

· regulation -- this involves using zoning and licensing ordinances to control vice activities, essentially creating red-light districts where organized crime is allowed to operate, but with the government in for a piece of the action 

· reduction of profitability -- this involves putting caps on insurance claims, arson payments, and essentially making government more active and efficient than organized crime 

· harassment -- this is an old tactic involving disruption of distribution networks, electronic surveillance, special grand jury presentments, and other controversial methods 

UNDERCOVER operations are usually only called for when, by no other means, can you get information on an impending crime the group is about to commit. Other appropriate uses are to locate contraband storage areas, and to check on the reliability of informants and snitches.

INFORMANTS are notoriously difficult to control with organized crime, but are absolutely essential with newly emerging gangs for which there is no historical database. One of the jobs of the analyst is often to corroborate an informant's information (by checking on whether it is substantiated by other intelligence) and to determine informant reliability. The following terminology is standard for rating informants:

· Reliable -- no doubt of person's authenticity; past info reliable in all instances 

· Usually Reliable -- some doubt, but past info has been reliable in most instances 

· Fairly Reliable -- some doubt, but past info has been reliable on average 

· Not usually Reliable -- there is doubt, and past info has only been reliable on occasion 

· Unreliable -- there is great doubt; past experience has proven it to be unreliable but that doesn't mean that this piece of info now is not reliable 

GENRES OF ORGANIZED CRIME

Aboriginal -- This is word meaning "native peoples", and aboriginal organized crime is mainly a problem in Canada. In that country, several Indian tribes control the illegal tobacco, weapons, and gaming markets. It's of special concern to Canadian authorities right now since Canada is trying to move toward becoming a disarmed society. For background, see any one of the Annual Reports by the Criminal Intelligence Service of Canada.

Chinese -- The Tongs and Triad (Chinese Mafia) have been involved in business extortion, alien trafficking (with Mexico), the underground garlic trade (in Taiwan), software piracy, and of course, the more traditional drugs, gambling, and prostitution in Chinatowns across the world. The Tongs are an old secret society, going back to the mid-1800s. They operate behind immigrant protection associations, but have many of the characteristics of traditional organized gangs. The Triads are what the British called them because of their fascination with numerology, the importance of the number three, and their mystical initiation ceremonies. They believe it is their destiny to control all vice activity. 

Columbian -- The Columbian drug cartels have been a heavily-studied organized crime group, and although arrest or disappearance of their leaders has always brought authorities hope that the syndicate is over, they just seem to keep reorganizing. There's a real sense of popular support for the drug barons in Columbia as little poor guys who made it big, and the different cartels have close, intricate relationships. Although it's dangerous to make rough comparisons, Mendellin-type cartels tend to act like petty street hoodlums, and Cali-type cartels tend to operate like legitimate businessmen. The Columbians tend to have many sympathizers, and a complex infrastructure, employing as many as 24,000 people in a typical operation. 

Italian -- More has been written about Italian Mafia business than probably any other topic. See any of the suggested Internet Resources at the bottom of this page for information on this genre.

Jamaican -- The Jamaican Posse underworld (from Kingston) has developed a reputation as one of the first "nontraditional" organized crime groups. They basically developed the marketing techniques for crack, controlling about 40% of it in the U.S. They also engage in kidnapping, murder, robbery, and auto theft. There are 40 known posses operating throughout the U.S., for a total of 22,000 hardcore members. 

Japanese -- The Yakuza (origins: 7th century) have always been at the center of Asian organized crime action, and are a persistent source of irritation to Japanese authorities. They do, however, pose some threats to the United States (in California and Hawaii) in terms of money laundering and weapons smuggling, which are their primary international sources of revenue. Their legitimate activities include banking and real estate. They have a highly structured hierarchy.

Jewish -- In Israel, several Jews from the former Soviet state of Georgia have formed organized crime groups, and of course, there's been gangster-style Jewish organized crime in America ever since the days of Meyer Lansky (one of the best books on him is But He Was Good to His Mother)

Mexican -- Alien smuggling, drug trafficking, and money laundering are big business for the Mexican Mafia (Neustra Cosa). Narcotics control has always been the number one U.S. concern. 

Nigerian -- The situation in Nigeria mostly revolves around the drug trade.

Outlaw Motorcycle Gangs -- Drugs, prostitution, strip club infiltration, anti-police tactics, and courtroom disruption techniques are just some of the major activities of this group. While many motorcycle enthusiasts are just rowdies, a disturbing number are involved in organized crime. 

Russian -- The mobsters who now rule Russia are engaged in nuclear smuggling, corruption, loansharking, bootlegging (gasoline) and protection rackets. The Casey Institute keeps good track of them. There are about 5,000 different gangs in Russia, with an average of 20 members each. About 25 of these gangs operate abroad, in the U.S. or Europe, especially in South Brooklyn and Berlin.

Vietnamese -- Triad groups and gangs of Vietnamese origin (e.g., Born to Kill) are of growing concern to U.S. authorities, compared to other gangs. They are considered by many to be the most ruthless of the Asian gangs.

ORGANIZED CRIME ACTIVITIES

alcohol & tobacco smuggling ; arms trafficking ; corruption (bribery) ; counterfeiting ; drug trafficking ; extortion ; fraud ; gambling (numbers and bookmaking) ; labor racketeering ; loan sharking ; theft, robbery, hijacking & home invasion ; sex slave and children for sex ; smuggling of humans and human parts ; violence (assassination, "hits", dirty deeds) 

There are two major forms of illegal gambling: numbers and bookmaking. Numbers is a form of lottery in which a person places a bet from $1-10 by choosing 3 numbers between 000 and 999, then receiving a receipt from a "numbers runner". The runner, who has several copies of the receipt, passes one to a "pickup" who carries it to the "bank" or the accounting room of the numbers operation. If the customer wins, they get a multiple (100-500 times the amount of the bet) payoff. There are different ways of determining the winning number. The "Brooklyn method" is based on the last three digits of the total amount of money a particular racetrack handles on a specific day. Runners make a 25% commission on their receipts, besides tips. The banker usually pays off the police. Bookmaking is sports betting. For basketball and football, one team is usually given a handicap of a certain number of points, called a "spread". If the 49ers are handicapped by 8 points against the Bears, a person betting on the 49ers wins if the 49ers win by more than 8 points. A person betting on the Bears wins if the Bears win or lose by less than 8 points. If the 49ers win by exactly 8 points, all bets are returned. To prevent returns, most bookmakers express the spread in half-point values, such as 8.5 points. A bookmaking operation requires a "bookie" (who sets limits on the size of bets), a runner (who transfers money), and a clerk (who handles the records). Some bookies have a "tabber" who keeps tabs on changing spreads. 

ORGANIZED CRIMINAL OFFENDERS

They seem to come from low-income backgrounds in high crime areas of the inner city. Most begin as ordinary street criminals, but rather than retiring or "ageing out" of crime, they continue their careers into their late 20s and 30s, progressing up the "queer ladder of mobility" (as it's been called) that is organized crime (individuals on their own make their mark and hope to be noticed, recruited or selected). It's a bit more than the "jumping-in" rituals associated with gang crime. The initiate becomes a "made" man, and joins the ranks of a worldwide organization of professional criminals in elaborate initiation ceremonies, learning to avoid emotional, unplanned criminal activity. If the organized criminal is allowed any leeway at all, it's toward the goal of corrupting the criminal justice system. The idea is to constantly be on the make for opportunities and setups to get the goods on somebody. Here's a typical ORGANIZED CRIME NETWORK in a city showing the most likely targets for extortion or bribery:

Table not shown.

INTELLIGENCE ANALYSIS OF ORGANIZED CRIME

Organized crime is the natural home for intelligence analysis. Almost every analytic technique available can be used, from activity flow charts to conversation analysis to telephone records. This is the one area where ELINT has played a major role since wiretapping has been around a long time with organized crime. Here's some typical analytical products:

1. ASSOCIATION ANALYSIS -- Using data received through surveillance or informants, a link chart is produced showing the links between known and suspected members of the organized crime group. The chart should look like a family tree. It can list people, places, or entities. 

2. TELEPHONE ANALYSIS -- Using telephone wiretap information or other "wires", a frequency distribution chart is produced, showing the time of the call (start/end), to whom, and the total length of time. The result is a rather graphic portrayal of who and where the suspect calls most of the time. The analyst can also add the known time of certain events into the chart. A gambling operation would show, for example, a flurry of calls right before a sporting event. 

3. CONVERSATION ANALYSIS -- Using eavesdropping information, testimony of snitches, or other "wires", the analyst can often put together a content analysis chart, showing that certain phrases like "I want to to whack em good" always precede an act of violence against somebody. This is especially important if the members of the organization speak in code words, like "you gotta do what you gotta do". Discourse analysis as well as other more advanced forms of linguistic analysis allow deciphering tone, meter, and inflection in the voice to read the messages behind the words spoken. 

TERRORISM
Terrorism is the clandestine or secret resort to violence or threat of violence on the part of a group seeking to accomplish a purpose against some recognized authority.  The purpose is usually political and the target is usually civilian, as the official FBI definition makes clear: "the unlawful use of force or violence against persons or property to intimidate or coerce a government, the civilian population, or any segment thereof, in furtherance of political or social objectives." The main objective of terrorism is usually to gain publicity for some cause, although there can be other motives, too, such as the desire to obtain concessions or bring about social change. There is no universally accepted definition of terrorism (Long 1990).

Public fear, however, may be the key to understanding the psychology of terrorism.  The threat of harm to innocent bystanders is what makes it powerful. Terrorists are less concerned with inflicting harm on the victims themselves than in invoking fear in those who identify with the victims.  Terrorism is "media-motivated", so cities with prominent media organizations are especially vulnerable. A terrorist should be distinguished from a guerilla (a term meaning "little war") because terrorists have an urban focus and operate in small bands, called "cadres" of 3-5 members and "cells" of 1-2 members while guerillas are located in rural areas and their organizations can grow quite large. In addition, terrorists tend to come from upper- rather than lower class backgrounds, as in the vigilante groups that make up right-wing, pro-government "death squads" in Latin America and Asia. Terrorists tend to be the products of overpermissive, wealthy families with whom they were in conflict, had inconsistent mothering, or were isolated from (Martin and Romano 1992). 

	Terrorism is often classified into 3 categories:

	1. Domestic -- in own country against own people
2. International -- in other country by nonstate actors
3. State-sponsored -- by government against own people or in support of international terrorism 


	Another typology contains the following categories:

	1. Political -- for ideological and political purposes
2. Nonpolitical -- for private purposes or gain
3. Quasi-terrorism -- skyjacking and hostage taking
4. Limited political -- ideological but not revolutionary
5. Official or state -- used by nation against nation or people


	Still another typology contains the following categories:

	1. Revolutionary -- aims to replace the existing government by drawing out repressive responses which can be exposed as inhumane (Red Army Faction, PLO, Hizballah)
2. Political -- heavily armed groups tending to be focused around supremacy, government intrusion, or religious revisionism (Aryan Nation, Posse Comitatus, Freemen)
3. Nationalist -- promotes the interests of a minority or religious group that has been persecuted under majority rule (Sikh radicals, Muslim fundamentalism)
4. Cause-Based -- groups devoted to a social or religious cause using violence to address their grievances (Islamic Holy War, Abortion clinic bombings)
5. Environmental -- groups dedicated to slowing down development they believe is harming animals (Animal Liberation Front, Earth 1st)
6. State-sponsored -- when a repressive regime forces its citizens into total obedience (Brazil, Columbia, Guatemala, Honduras, Peru, Iraq, Sudan, Haiti)
7. Nuclear -- outlaw states possessing nuclear threats (Libya, North Korea)
8. Genocide -- when a government seeks to wipe out a minority group in its territory (Cambodia, Rwanda, Bosnia, Iraq, Turkey)


The word "terrorism" traces its roots in the English language to the French revolution (1789-1794). The German philosopher, Immanuel Kant used the word in 1798 to describe a pessimistic view of the destiny of mankind. Russian anarchist Peter Kropotkin (1842-1921) called it "propaganda by deed".  Carlos Marighella (circa 1930) wrote the Latin American handbook on terrorism, claiming it required adherence to a "higher morality", that one man's terrorist is another man's liberator.  Countries like Ireland, Cyprus, Algeria, Tunisia, and Israel probably would not have become republics if not for terrorism.  Nations that have sponsored worldwide terrorism include: Russia, Libya, South Yemen, Syria, Iraq, Iran, Cuba, and North Korea. There's a well-established nineteenth- and early twentieth-century Russian and Eastern European tradition of using terror to accomplish political and business ends. That tradition has always been totally foreign to Western cultures, and therefore, "domestic" terrorism in Western democracies is always more episodic than the systematic and widespread terrorism spawned in Eastern societies. 

Neither penal codes nor international law recognize the crime of terrorism, but the forms terrorism can take, such as kidnapping and arson, are crimes. The FBI has primary responsibility for investigation of domestic terrorism.  The Anti-Terrorism and Effective Death Penalty Act of 1996 includes provisions to:

1. allow victims to sue countries sponsoring terrorism
2. establish a special "removal court" that would oversee deportation of aliens suspected of terrorist activities. This court has the power to hear evidence without notifying or making the evidence available to the person.
3. give immigration authorities increased power to deport aliens convicted of any crime
4. forbid fund-raising activities by foreign groups identified as engaged in terrorist activity.

Other countries have stronger laws. In France and Great Britain, for example, the police can arrest people suspected of terrorism and hold them for indefinite amounts of time.  French police have extensive "bugging" leeway.  The U.S. is constitutionally limited in what it can do. Rewards and CIA-supervised democratic elections rarely work. Although the U.S. officially denounces assassination as an appropriate response to terrorism, it sent bombing raids on Libya in 1986 and Osama bin Laden's base in Pakistan in 1998.  Additionally, the U.S. maintains a top-secret military unit known as "Delta Force" which is believed to have seen action in Iran (1980), Honduras (1982), Sudan (1983), Grenada (1983), and Libya (1985).

INTELLIGENCE ANALYSIS OF TERRORISM

While reactive (after the fact) investigation may prove useful for some purposes, it's generally considered that with unpredictable crimes like terrorism, a proactive (before the fact) strategy is best.  Therefore, there's a tendency to throw the "kitchen sink" (full range of resources) at the problem.  Fortunately, this is not necessary, but it is important, at a minimum, to strive toward including all the following in intelligence gathering and analysis:

1. Group Information -- Name(s), ideology (political or social beliefs), history of the group, dates significant to the group, and dates on which former leaders have been killed or imprisoned. (Terrorist groups often strike on important anniversary dates)
2. Financial Information -- Source of funds, proceeds from criminal activities, bank account information. (Sudden influxes of funding or bank withdrawals indicate preparation for activity)
3. Personnel Data -- List of leaders (and changes in leadership), list of members (and former members), any personnel connections between its members and other groups of similar ideology, and the skills of all group members (weapons expertise, electronics expertise, etc.) (Knowing the skills of the group is an important part of threat assessment)
4. Locational Data -- Location of group's headquarters, location of group's "safe" houses (where hide from authorities), and location of group's "stash" houses (where hide weapons and supplies). (Regular attacks on "stash" houses is the most frequently used counterterrorism technique)

WHITE COLLAR CRIME

White collar crime is the illegal activities of people and organizations whose acknowledged purpose is profit through legitimate business enterprise. White collar crime involves illegal business practices (embezzlement, price-fixing, bribery) with merchandise that is ordinarily seen as a legitimate business product.  

In the late 1930s, criminologist Edwin Sutherland first coined the term "white collar crime" to describe the criminal activities of the rich and powerful.  He defined it as "a crime committed by a person of respectability and high social status in the course of his occupation." As Sutherland saw it, the rich were engaged in a conspiracy to use their position for personal gain without regard to the law.  Today, it is recognized that persons in all social classes can commit white collar crimes, but the notion of getting away with disregard for the law still exists in the justice system's tendency to treat these offenses as civil rather than criminal matters.  The following types of white collar crime are recognized today:

Corporate crime -- Usually occurs when a strongly competitive business environment fosters corporate irregularities (antitrust violations, price-fixing, false advertising) 

Government crime -- illegal and socially injurious cooperation between governments and corporate institutions (space shuttle disasters) 

Occupational crime -- Usually occurs when employees come across an opportunity to make extra money by bending or breaking the rules (theft, pilfering) 

Professional crime -- people or groups of people who systematically set out to look for opportunities to make money illegally (fraud, tax evasion, deceitful claims, phantom operations, false pretenses, forgery) 

There have been numerous attempts to create typologies of white collar crime. One such typology is the following:

	A typology of white collar crime:

	1. Stings and Swindles -- pretending to run a business (or religion) in order to bilk people out of their money (e.g. Bank of Credit and Commerce International, or BCCI, in 1991 was believed to be the world's 7th largest bank, but it turned out to be a money laundering facility for Ferdinand Marcos, Saddam Hussein, and Columbian drug cartels)
2. Chiseling -- regularly cheating an organization, its customers, or both (e.g. padding the company expense account, charging for bogus auto repairs, securities fraud, insider trading)
3. Exploitation -- threatening to withhold a service unless an additional payment (bribe) is forthcoming (e.g. business license permits, fire safety inspections)
4. Influence peddling -- when people holding important positions sell power, influence, and information to outsiders who have an interest in the outcome of an activity (e.g. kickbacks, point shaving, election rigging, police corruption, ABSCAM, Operation Greylord, corporate payments to leaders of foreign nations)
5. Embezzlement -- use of a person's fiduciary position to appropriate company money or property for themselves (e.g. pilferage, checkout counter fraud, false raises and bonuses, phantom employees, concealing unacceptable information from stockholders)
6. Client Fraud -- cheating an organization with many individual clients that the organization supports (like welfare or disability assistance), reimburses (like health care providers or Medicare), covers losses of (like insurance companies), or extends credit to (like banks or finance companies); see other examples
7. Corporate Crime -- aka organizational crime, socially injurious acts designed to harm the public, the environment, or a company's workers; a corporation cannot be held criminally liable - the executives can if it can be proven they acted within the scope of their employment and had the authority to initiate the harmful activity (violations of the Sherman Antitrust Act, OSHA and Environmental Crimes)
8. Computer Crime -- includes Internet fraud, Internet pornography, use of computers for theft, destruction, or harassment (examples)




SECURITIES LAW VIOLATIONS

Part 15 U.S.C. Sections 77a-78kk contains the Securities Act (originally passed in 1933 and amended numerous times). It prohibits the use of "manipulative or deceptive devices, mail or wire fraud, making false statements in order to increase market share, conspiracy, and unfair market practices." Some common forms of securities fraud include: churning -- when brokers place repeated, excessive, unnecessary orders for the buying and selling of stock with a customer's money; bucketing -- skimming customer profits by falsifying trade information; front running -- placing orders ahead of a customer's order to profit from market effects of the trade; insider trading -- using confidential, market sensitive information of pending corporate actions to buy stock or give that information to a third party; and illegal arbitrage -- using insider information on such deals as merger negotiations to speculate on the difference between current stock prices and the price the acquiring company pays.

COMPUTER CRIME

Computer crime tends to fall into one of five categories: 

1. Theft of services -- unauthorized user penetrates a system
2. Use of data for personal gain -- blackmail, harassment, etc.
3. Financial gain -- some type of financial processing to obtain assets
4. Theft of property -- extracting money under false pretenses
5. Hacking -- using a virus to disrupt or destroy programs or networks

Types of computer theft:

Trojan horse -- using one computer to reprogram another 

Salami slice -- using a dummy account to extract a few cents 

Super-zapping -- using diagnostic program to crack system 

Logic bomb -- using a subroutine that waits for an error to occur 

Impersonation -- using an authorized identity for unauthorized access 

Data leakage -- using printouts of small amounts of data 

Other recent Computer Laws:

Computer Fraud & Abuse Act (1986) -- makes it a felony to use a computer to gain $5000 or more or to access data affecting national interest 

Computer Abuse Act (1994) -- criminalizes "reckless" conduct and enhances penalties for defense, financial, or federal interest targets 

Communications Decency Act (1996) -- criminalizes use of computer to provide minors with indecent material and for harassing someone 

The Ten Commandments of Crime Analysis
by Christopher W. Bruce, Crime Analyst, Danvers (MA) Police Department
1. Thy Task is Crime Analysis. Thou Shalt Have No Other Tasks Before It.
Crime analysts tend to become technological wizards in a relatively short time, given the number of computer applications vital to modern crime analysis. This computer proficiency tends to make a mark on the other members of your department, and eventually you find yourself mired in requests to develop a database for the Internal Affairs Unit, to crunch citation numbers for the Traffic Unit, and to help an investigator design a flyer for his upcoming housewarming party!
On the other hand, maybe your unit has simply developed an overall “reputation for competency,” so that when anything important needs doing, the command staff tends to “give it to crime analysis.” Whatever the case, you must develop techniques to put your primary task—crime analysis—at the top of your list every day.
2. Thou Shalt Read Thy Department’s Crime Reports Every Day.
Too many crime analysts try to find trends and crime patterns by looking up the information in their records management system (RMS) or computer-aided dispatch (CAD) system. This approach presents many problems with timeliness, accuracy, and information sufficiency.
You want your information to be accurate and timely. Furthermore, you want to have access to the full text of every crime report so you can correctly identify modus operandi and categorization. To this end, you will find no substitute for reading, every day, copies of all crime and arrest reports taken by your department.
3. Thou Shalt Track and Control Thine Own Information.
Another problem with records management systems: they generally do not have fields that allow you to enter information vital to crime analysis. Such information may include point of entry (for burglaries), type of premises, categorization or classification, whether you have identified the crime as part of a pattern or series, and many other modus operandi factors.
If you want to track this information across a period of time—and trust us, you do—you will probably find your RMS inadequate. You should develop your own means for recording crime patterns, and crime conducive to patterns, in your jurisdiction. Methods for this include matrices, spreadsheets, and—probably most ideal—customized databases.
4. Honor Thine Patrol Officers and Investigators.
Remember, the job of a crime analyst involves identifying crime patterns and trends so that the patrol and investigative divisions can develop strategies and allocate resources. You are a tool for their use, not the other way around. If you become aloof from or hostile to your patrol and investigative divisions, you will probably fail as a crime analysis unit.
Crime analysis is impossible without accurate information, and patrol officers and investigators are fonts of information. Unfortunately, much of this information is undocumented. You may have identified and analyzed a pattern of robberies in the South Central district, but only Sergeant Jones knows that he saw a pack of suspicious looking kids hanging out there the night before last. You will need to develop a good rapport with your officers and investigators in order to facilitate the exchange of this type of information.

5. Thou Shalt Never Present Statistics (or Maps) Alone.
“There are lies, damned lies, and statistics” is a quote variously attributed to Samuel Clemens, Winston Churchill, Benjamin Disraeli, Karl Marx, and Theodore Roosevelt. In many cases, this is true. Statistics presented alone, with no comparison or context, are like nuclear power: they can be used for good or evil.
Never present statistics by themselves. Statistics are indicators; your job as a crime analyst is to interpret them. Never say “There were thirty housebreaks in the Old Port Neighborhood last month” and leave it at that. Statistics must be comparative, descriptive, and accompanied by qualitative analysis: “There were thirty housebreaks in the Old Port Neighborhood last month. This is up twenty percent from the previous month and thirty-five percent from the same period last year. The average neighborhood in the City averages fifteen housebreaks per month. Of the thirty housebreaks last month, ten were crude, kick-in-the-door-and-steal-the-VCR jobs (which is usual), but twenty were sophisticated breaks in which alarm systems were circumvented and expensive oil paintings and oriental rugs were stolen. This is an unusual modus operandi for the City, and we therefore attribute the increase in burglaries to a new professional burglary ring that is at work in the City.”
6. Thou Shalt Know Thy Jurisdiction from One End Unto the Other.
The first task of any new crime analyst should be to get to know his or her city or town. If you are an officer-analyst with several years of patrol under your belt, this probably won’t be a problem for you. Civilian analysts, however, may know little or nothing about the city when they start their jobs. This can result in some comical blunders. You don’t want to report a “major pattern” of shoplifting at 100 Main Street if 100 Main Street is a megaplex mall where shoplifting occurs every day.
Very quickly, you will want to learn the street layouts, the major parks and public areas, the major commercial areas, the neighborhood boundaries, the ethnic enclaves, the economic situation of each area of the city, the locations of public housing projects, and generally where people live, where they work, and where they spend their free time in your jurisdiction.
As you grow as a crime analyst, however, you will want to know more. Your ability to analyze patterns and to recommend strategies will be much greater if you have personally visited the crime “hot spots,” patronized the commercial areas, and driven through the depressed residential areas.
7. Thou Shalt Not Stop Crime Analysis at Thy Jurisdiction’s Borders
There’s an old legend about King Arthur. One day, Merlin turned him into a goose and let him fly across England. As Arthur sailed through the air, he surveyed the landscape below him. He saw mountains, and rivers, and plains, and cities, but he realized to his astonishment that he couldn’t tell where one country began and the other one ended. There were no lines on the ground—as there were on maps—to mark the political geography that men held so dear.
Work with maps long enough, you’ll start to unconsciously think of the areas outside your jurisdiction’s borders as blank white tundra. These imaginary lines need to be unimagined for at least two reasons. First, while your police administrators may value the difference between one side of a border and another, you can be sure that your criminals don’t care. If you have a crime series that potentially crosses another jurisdiction’s boundaries, you’ll want to get together with your counterpart over there to see if they’re experiencing it too. You can both help each other out with information. Many departments are experimenting with regional information sharing systems--but until a regional "system" comes to your jurisdiction, a few simple telephone calls once or twice a week can have impressive results.
8. Who, What, When, Where, How, and Why Are Thy Children. Thou Shalt Not Favor One Over the Others.
Proper analysis of crime patterns and trends involves careful consideration of all factors. New technologies tend to give emphasis to certain factors over others—the advent of “crime mapping,” in particular, tends to overemphasize the “where” factor. Departments with advanced GIS systems often rely on their mapping to identify all crime patterns, even though many patterns do not show themselves in neat clusters—finding these patterns usually involves a careful reading of the modus operandi, or the “how” factor (see Commandment #2).
The key to crime analysis, like all things in life, is balance. Both effective identification and effective description of a crime pattern requires the intelligent consideration of factors like victim and suspect characteristics (who), the type of crime (what), the time, day, and date (when), the modus operandi (how), the cause or offender motivation (why), and of course the location, type of premises, and geography (where). Make sure all factors are considered in your analysis.
9. Remember Thy Community and Keep It Holy.
In the end, your direct supervisor is not your boss, nor is it your bureau head, nor is it your commissioner or chief. You ultimately work for the people who live, work, and play in your jurisdiction, and your job—like the job of the police department as a whole—is to make their lives safer. Anything that accomplishes this goal (e.g., daily tactical crime analysis) should be your A1 priority. Anything that is not related to this goal (e.g., administrative reports) should take a lower priority. Anything that is antithetical to this goal (e.g., blowing off pattern analysis for a week, caving in to departmental encouragement “hedge” the numbers) should not be done at all.
Try to remember that there are dozens—or perhaps hundreds or thousands—of people who have not been victimized because of your work. If you identify and thus help your department stop a pattern after four incidents instead of a dozen, that’s eight people who weren’t burglarized, robbed, or vandalized because of you. They’ll never know it, and you’ll never know them, but never forget that they exist.
10. Thou Shalt Not Covet Thy Neighbor’s Neural Network.
If you’re a new crime analysis unit, sooner or later you’re going to attend a regional or national conference on crime analysis, where you’ll discover that the police department up the street is using neural networks, is engaged in data mining, and is conducting raster mapping. You’ll realize with shock that you don’t even know what these terms mean.
Stop the feelings of inadequacy and inferiority before they start and remember this: 75 percent of the benefit of crime analysis is achieved through the basic tasks of reading reports, looking for crime problems, and issuing bulletins to your department.
Neural networks and other advanced technologies are helpful for certain departments, but then, we’ve met crime analysts who talk about neural networks but who couldn’t identify a serial rapist if he was spelling his name across the city, and we’ve met brilliant crime analysts who couldn’t find the power switch on a computer. Advanced technologies, like basic skills, are only tools with which you perform your essential duty—identifying, analyzing, and reporting crime patterns and trends. Your superiority as a crime analyst will depend on how well you do your job, not on what tools you use to do it.
